Cryptography

History and Basics



Transposition Ciphers
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Algorithm: First letter to end AND add ay.

H

ELP

Ciphertext l ’ !

ELP

H

m Plaintext

ELPH

Bob

AY



Substitution Ciphers







m Plaintext

Alice Jl
Key: shift of 1 letter

ABCDEFGHIJKLMNOPORSTUVWXY 4
LABCDEFGHI JKLNNOPQRSTUVWXY

oA

Bob

Ciphertext




| know the

key. | can
decrypt the
message.

Alice

Encryption

Key: shift of 1 letter
ABCDEFGHIJKLMNOPQRSTUVWXY Z
ABCDEFGHIJKLMNOPQRSTUVIWXY I am so

confused.
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Brute Force -
| know the
Atta C k key. | can

decrypt the
I message.

Encryption

Key: shift of 1 letter
ABCDEFGHIJKLMNOPQRSTUVWXY Z

ZABCDEFGHIJKLMNOPQRSTUVIWXY
| only need

to try 25
keys. That’s
seconds. |

can decrypt
the message.



Key Distribution

Problem
| know the
[ key. | can
| need to I ~ decrypt the

mesSsage.

pick a key.

Key: shift of
Perfect. |

[ Ietter will save

the key for
later.

Send the key out.






: \' ‘. “‘ ”" - . "0‘

i " _' L 2 ( / “"‘ : .

.' '4 p ﬁ-&gﬁ A Lo 3 = N
' i ANy mm....r A= "?ﬁ oy A5 ]

, .1. | gr»)(wvu‘\'('r‘)ﬂompr‘ir“ng}»\oaJ/\
,' /\LCC(Q(SHI,I(J‘W\NOF(]TS['UVWK'\»I%

:' lb.‘\
v t%



+odw er ein T
O arHiW TN 1M
[ani] &Aoo
-+ ¥+ voy  woll



© Original Artist
Re prod uction rights obtainable from
www, Canoonstock.com

V322TAIlY _777

/ﬁ







m Plaintext
Algorithm: Position of Letter l

ABCDE FGH JKLMNOPQRSTUVWXY Z

12 34 5 o7 910 1112 131415 16 1718 19 20 21 22 23 24 25 26

- A

Bob

Ciphertext







In a random alphabet cipher, you randomly scramble the alphabet.
This makes a brute force attack harder for humans.

Key: the following alphabet

JKLAXUVW.

\\\“r

R

BCZFH.

DQT

ENOPGMRSY




Then, to encrypt, you use the corresponding
position of the letter you want in the next alphabet.

If you want B, you write K.

Key: second alphabet

ABCDEFGHIJKLMNOPQRSTUVWXY Z
JKLAXUVWBCZFHIDQTENOPGMRSY

2




Key: second alp

ABC

JKLAXUVW.

D

Ciphertext

m Plaintext
Alice Jl
nabet

BEEGH I

JKLMNOPQRSTUVWXY Z

BCZFH

IDOTENOPGMRGSY

oA

Bob




How do you do decryption?

Key: second alphabet

ABC

JKLAXUVW.

D

EFGHI

3CZFH

JKLMNOPQRSTUVWXY Z
IDQT

ENOPGMRGSY



	Slide 1: Cryptography
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25

